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How is trust established on the web?

Example Domain x |+

&« G (@ example.com - @ 1 N @ =

Example Domain

This domain is established to be used for illustrative examples in documents.
You may use this domain in examples without prior coordination or asking for
permission.

More information...
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What is the meaning of the padlock?

v/ Communication is encrypted
v/ Communication is not tampered with

v Server identity is verified
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& Secure | https://example.org

Connection is secure

Your information (for example. passwords
or credit card numbers) is private when it is

sent to this site. Learn more

& Certificate (Valid)
@ Cookies (0in use)

@ site settings

Details

Certificate Viewer: www.example.org

SSL Server Certificate

Issued To
Thi ‘Commen Name (CN)
You Organization (0)
per
Organizational Unit (OU)
Mol

Issued By
Common Name (CN)
Organization (0
Organizational Unit (OU)
Validity Period
Issued On
Expires On
Fingerprints
SHA-256 Fingerprint

SHA-1 Fingerprint

This certificate has been verified for the following usages:

www.example.org

Internet Corporation for Assigned Names and
Numbers

Technology

DigiCert SHA2 High Assurance Server CA
DigiCert Inc
www.digicert.com

Tuesday, November 3, 2015 at 1:00:00 AM
Wednesday. November 28, 2018 at 1:00:00 PM

64 2D ES 4D 84 C3 04 94 15 7F 53 F6 57 BF OF 89
B4 EA 6C 8B 16 35 1F D7 EC 25 8D 55 6F 82 10 40
2509 FB 22 F7 67 1A EA 2D 0A 28 AE 80 51 6F 39
0D EO CA 21




Tracking certificate issuance is a mess

https://www.eff.org/files/colour_map_of_cas.pdf
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Certificate issuance gone wrong...

Year Issuer ‘ Mis-issued certificates affected e.g.

2010 Versign Unkown

2011 Comodo Google, Mozilla, Yahoo
2011 DigiNotar Google!, Skype, Tor...
2012 Trustwave Enterprise employees
2012 TurkTrust Google

2013 ANSSI Google

2013 Thawte Google

2016 Let's Encrypt | Facebook

1These certificates were used to attack ~ 100,000 gmail users in Iran
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Certificate Transparency (CT) to the resque

m Publicly log all certificates
m Clients require proof of logging
m Anyone can inspect the logs

m Goal is to detect mis-issuance

https://www.certificate-transparency.org/what-is-ct
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Adoption status of CT among common platforms

’

incrementally incrementally soon

m Clients require at least two promises of log inclusion

m Log is trusted until auditing hits deployment
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Who are the log operators?

m Google Chrome includes 27 different CT logs
m Three logs found cheating while auditing
(mistakes)
> Same key for test and production log (lzenpe)
> Time rollback after power outage (Venafi)
> Invalid promises of log inclusion (Cloudflare)
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Log operator ‘ Number of logs

DigiCert
Google
Cloudflare
Comodo
CNNIC
Venafi
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ﬂ Let’s Encrypt Documentation ~ GetHelp  Donatev  AboutUs v

. “URNETTTY

Let's Encrypt is a free, automated, and open
Certificate Authority.

‘GetStarted] [ Donate ]
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C ctshisoleilitse  x

€ — C | @ COMODO CA Limited [GB] | https://crt.sh/7q=soleilit.se Qu #
Iden Sea‘ . Group by Issuer
‘ Criteria | Identity = 'soleilit.se’ |
Certificates crt.shID  Logged At T Not Before Not After Issuer Name

323197688 2018-02-05 2018-02-05 2021-03-12 C=US, O=DigiCert Inc, Cl igiCert SHA2 Secure Server CA

123190358 2017-04-18 2017-01-07 2018-03-13 C=US, O=DigiCert Inc, C igiCert SHA2 Secure Server CA

© COMODO CA Limited 2015-2018. All rights reserved.
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Inspect certificates interactively (cont.)
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¢ > G [ & secure | hitps

facebook for de

lopers Do

Certificate Transparency Monitoring

developers.facebook.com/tools/ct

Tools

upport

Search developers.facebook.com

Certificate Transparency is an open framework which helps log, audit and monitor publicly-trusted TLS certificates on the Intemet. This tool

lets you search for certificates issued for a given domain and subscribe to notifications from Facebook regarding new certificates and

potential phishing attacks

Search  Subscriptions

soleitse

Domains

intrahybrid ntern soleilt se:

*soleiitse
solelit.se

apijamfor soleitse

apijamfor soleitse

apijamorsoleiltse

apijamiorsolelltse

*saleiit.se
Solelitse

Search
Subject
CNintrahybrid.nten soliit.se

C=SE, L=Karlstad, O=SoleilIT
Sweden AB, CN=".solelit.se

CN=apijamforsoleiitse

CN=apijamiorsoleiitse

CN=apijamforsoleiitse

CN=apijamorsoleiitse

SE, ST=Karlstad), L=Karistad,
leil IT Sweden AB,
solelitse

o=
N

C=US, O=Let Encrypt, CN=Lefs
Encrypt Authority X3

C=US, O=DigiCert Inc, CN=DigiCert
‘SHAZ Secure Server CA

C=US, O-=Lets Encrypt, CN=Lets
Encrypt Authority X3

C=US, O=Let's Encrypt, CN=Lets
Encrypt Authority X3

C=Us, O=Lets Encrypt, CN=Lets
Encrypt Authority X3

C=US, O=Lefs Encrypt, CN=Lefs
Encrypt Authority X3

C=US, O=DigiCert Inc, CN=DigiCert
SHAZ Secure Server CA

Validity

Feb 09, 2018
May 10, 2018

Feb 04, 2018 -
Mar 12, 2021

0ct 03,2017
Jan 01, 2018

u125,2017 -
Oct 23,2017

Apr 05, 2017
u104,2017

Apr05, 2017 -
ul04,2017

Jan 06, 2017
Mar 13, 2018

showiow | M 4
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Certificate

‘Show Details

‘Show Details

(CT Precrtficate)

‘Show Details

‘Show Details

‘Show Detalls

‘Show Detalls

‘Show Detalls
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»

13/18



Sign up for certificate notifications

I3 Certificate Transparc x
<

C | @ secure | hips://developers.facebook.com

REsmS
QA
facebook for developers DI (B Support

Q, search developers.facebook.com Get Starte:
Certificate Transparency Monitoring

Certificate Transparency is an open framework which helps log, audit and monitor publicly-trusted TLS certificates on the Internet. This tool lets you
search for certificates issued for a given domain and subscribe to notifications from Facebook regarding new certificates and potential phishing attacks

Search Subscriptions

Subscribed Domain Certificate Alerts Phishing Alerts Notification Email
Domain

Action
Email, Push, On-Site v

Email, Push, On-Site v rasmus.gd.d... ¢
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Sign up for certificate notifications (cont.)

® certspotter- certf x Gasmus

& C | @ secure | hps://ssimate.com/ce e @ | é

rx\ sslmate  Forsaas certspotter Pricing Blog Docs LOGIN [ SiGNUP

Better uptime and security with Cert Spotter.

Cert Spotter monitors Certificate Transparency, logs and alerts you when a digital certificate is issued for one of your domains. Better visibility
means better uptime and security. Read the announcement »

Start Monitoring with Cert Spotter

Avoid Outages Enforce Policy Protect Infrastructure
Cert Spotter helps inventory your certificates so  Cert Spotter provides visibility into your use of  Cert Spotter detects unauthorized certificates so
you know when they expire, before you key sizes, cryptographic algorithms, and you can protect yourself from damaging
experience a costly outage. compliance with security policies. compromises and data theft.

Learn more »
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Get your hands dirty by running your own CT monitor

m Continiously fetch certificates from all logs

> Rest API2

» Certstream3

m Verify cryptographic properties
> Is yesterday's log included in today's log?
» Are promises of inclusion honored?

Zhttps://tools.ietf.org/html/rfc6962
3https ://github.com/CaliDog/certstream-server
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Take away

m Certificate issuance has undergone a paradigm shift

> Automated and free certificates: Let's Encrypt
» Transparency: CT, mandatory logging of certificates

m CT does nothing for you without involvement

» Setup secure connections on your web services
» Monitor domain names for mis-issued certificates
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Any questions?
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