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Learning outcomes

• Understand the threat of side-channels

• Get an intuition of timing attacks

No in-depth programming and cryptographic details
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Setting and security
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Security on paper
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Reality — not a black box
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Side channels — Pandora’s box

• Power consumption

• EM radiation

• Heat

• Sound

• Cache

• Faults

• Timing

• Size

• ...

rasmus.dahlberg@kau.se Side-channels that break security in practise — 6/27



Printer sounds — document content leaked

Backes et al.: Acoustic Side-Channel Attacks on Printers, In: USENIX Security (2010)
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Laptop sounds — secret key leaked

Genkin et al.: RSA Key Extraction via Low-Bandwidth Acoustic Cryptanalysis, In: Crypto (2014)
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Energy consumption — secret key leaked

Messerges et al.: Power Analysis Attacks of Modular Exponentiation in Smartcards, In: CHES (1999)
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Packet size — encrypted content leaked

White et al.: Phonotactic Reconstruction of Encrypted VoIP Conversations: Hookt on Fon-iks, In: IEEE SP
(2011)
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Response timing — message forgery

msg, tag

yes/no

Crosby et al.: Opportunities and Limits of Remote Timing Attacks, In: TISSEC (2009)
Hale: A lesson in timing attacks, URL: https://codahale.com/a-lesson-in-timing-attacks/ (2009)
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Scope

side-channels

timing
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Effort to crack this password?
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52 52 52 52 52 52 52 52 52 52

144555105949057024

5210 combinations and 100M queries/s → 46 years
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Experiment — are these strings equal?

0000000000000000 9389349108837912

0000439513027213 0000431513027213

7485820126271479 7485820126371479
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Comparing strings like a programmer

7 4 8 5 7 4 0 2

➠ ➠
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Comparing strings like a programmer

7 4 8 5 7 4 0 2no need to continue
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Timing — an inutitive note
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Demo — Experimental setup

msg, tag

yes/no

byte-by-byte cmp
with ≈ms sleep

https://github.com/rgdd/timing-server
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Can you recommend another demo? Asking for a friend

https://www.youtube.com/watch?v=2-zQp26nbY8
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Countermeasure – constant time compare

7 4 8 5 7 4 0 2

➠ ➠
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Lessons learned

Adversarial input? Think twice before using standard equality operators

Cryptography in code? Stick to cryptographic libraries, hope for the best
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Meltdown

Lipp et al.: Meltdown, In: CoRR abs/1801.01207 (2018)
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Preliminaries — per-process virtual memory layout

page table

privelege checksaddress translation
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Preliminaries — caching and out-of-order execution

1 2 3 4 5 6 7 8 9

access(MEM[5])

slo
w

access(MEM[5])

fast

1 r ead (MEM[ 5 ] ) ;
2 r ead (MEM[ 5 ] ) ;
3 . . .
4 r a i s e e x c e p t i o n ( ) ;
5 data = read (MEM[ 7 ] ) ;
6 r ead (MEM[ data ] )
7 . . .
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Ooops — leaked privileged memory?

1 data = read (MEM[ addr ] )
2 r a i s e e x c e p t i o n ( ) ;
3 r ead ( p r o b e a r r a y [ data ∗ 4096 ] )
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Proof of concept
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That’s it — questions?
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